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Preliminary matters



Researching hackers

- Norms and technologies
— s interacting with technology

regulation

— - Participant observation

— (deep hanging out)



Meaning of hacking

A hack is to produce a surprising

> ° _ result through deceptively simple

-—° means, which belies the impressive

mastery or expertise possessed by an
actor who is neither bound nor
excluded by the rules of the subject
technology or technological system

° A hacker is simply someone who hacks.

P Elements of a hack are:

1) surprising result,

simplicity,

(
S - (2)

(3) mastery, and

(4) non-conformity



Defining other key terms . w

. Social norms are “rules of Values are
T behaviour which reflect or “ideas held by
~ - embody a culture’s values, human
—° either prescribing a given individuals or
type of behaviour, or groups about
forbidding it” (what one what is
ought to do or not do) desirable,

proper, good
or bad”



Hacking's influence on law



Anti-hacking statutes
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laws especially ° Hackers as
o unauthorized | bogeymen
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Electronic voting
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= Use of electronic voting successfully
-~ challenged in the Netherlands
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— " Electronic voting computers hacked
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-~ Regulations for electronic voting withdrawn
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~ -Hacking and the right of suffrage



Free and open source software

° Creative uses of
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the technologies .~ FOSSand
of law " . FGSS
icenses

Surprising use of
intellectual property
and contract lawsto -

- change technology ~  .°

and society

> Beyond software

(open data, open
access, access to
knowledge,
creative
commons)



How and why
do hacker norms
shape law?



Laws are norms

< Laws are a form or subset of norms

> " Laws are more formal norms

- Mutual shaping of laws and norms




Conflicting norms
Technology B pum—

regulation — change .
Or suppress an e
existing norm or

Hacking and its related®,

iIntroduce a new one .
technologies are never

norm-free or value-
neutral

Hacking embodies . °

and enacts deeply °

held norms and

N

values Conflict of
competing norms
and values




Finding norms

~ Hacker

——

manifestos

(o)

————

From people’s
behavior, their
express statements
about conduct, and
through sanctions

*Hacker Ethic’,
“The Hacker
Manifesto” and

" “The Maker’s BiIll

of Rights”



Competing norms and values

TECHNOLOGY
LAWS AND

POLICIES

Freedom of
information

Openness

Software patents
Anti-circumvention
laws

Three strikes rules
Copyright term
extension

Laws criminalizing
unauthorized
access

Deep packet
inspection policies
Domain name
seizures

State secrets laws
Restrictive terms
of use

Traffic shaping
policies

HACKER NORMS AND VALUES

Autonomy Curiosity  Creativity

Transparency

Privacy




Know your norms

Untamed frontiers and “lawless” spaces?
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Normatively full -

(e]
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No normative vacuum -

Contestations and negotiations

between laws and norms e

Ignore norms at its own peril o




Q&A



