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Value of trust

Essential to one’s ability to function
in the social world (Luhmann)

Reduces complexity and enables cooperation

A guiding principle in
New Zealand’s Cyber Security Strategy 2019



Problem of trust
Need to maintain and built trust - it can be lost

Edward Snowden revelations - distrust among
users, providers and regulators

Understand what trust means ana
how technology laws and polices
can improve trust, and vice versa



Meanings of trust and distrust

Trust is “an individual’s willingness to depend
on another... because of the characteristics

of the other’ (McKnight and others)

Distrust is the opposite of trust -
unwillingness to depend or rely on another



Types of trust

McKnight and Chervany's typology of trust

Interpersonal - “trust other people, either personally,
as in trusting behavior and trust.ln? iIntentions, or their
attributes, as in trusting beliefs” (McKnight and
Chervany) (specific others)

Institutional - “one believes, with feelings of relative
security, that favorable conditions are in place that are
conducive to situational success in a risky endeavor or

aspect of one’s life” (institutions and situations)

Dispositional - “one displays a consistent tendency to
be willing to depend on general others across a broad
spectrum of situations and persons”



Objects of trust in relation to
technology

Trust in specific technology (interpersonal)

Trust in specific people who develop, provide
and regulate technology (interpersonal)

Trust in institutions and entities

(developers, providers and regulators of
technology) (institutional)



Trust and cybersecurity

Similar concern for security

Security in trust - “one feels safe, assured, and
comfortable (not anxious or fearful) about the
prospect of depending on another” (McKnight
and Chervany)

Cybersecurity - confidentiality, integrity and
availability of computer data and systems

(CIA triad)
Mutually benefit and reinforce each other



Attributes of trustworthy
technology

Functionality - “one expects a technology to

have the capacity or capability to complete a
required task”

Reliability - “one expects a technology to
work consistently and predictably”

(McKnight and others)



Characteristics of trustworthy
people

Competence - “one securely believes the other person
gas the ability or power to do for one what one needs
one.

Benevolence - “one securely believes the other person
cares about one and is motivated to act in one’s
interest”’

Integrity - "one securely believes the other person makes
good faith agreements, tells the truth, and fulfills
promises”

Predictability - "one securely believes the other person’s
actions (good or bad) are consistent enough that one
can forecast them” (McKnight and Chervany



Conditions for trust in institutions
and entities

Structural assurance - “one securely believes
that protective structures - guarantees,
contracts, regulations, promises, legal recourse,

processes, or procedures - are in place that are
conducive to situational success”

Situational normality - “one securely believes
that the situation in a risky venture is normal or
favorable or conducive to situational success”

(McKnight and Chervany)



Trust in cybersecurity law and
policy

Principles and policies

Functionality Confidentiality, integrity and
availability

Reliability Above and possession,
authenticity and use

Competence Knowledge and skills

Benevolence Public interests and values,

rule of law



Trust in cybersecurity law and
policy

Principles and policies

Integrity Transparency, accountability

Predictability Public consultation and
deliberation, due process

Structure All above incorporated and

assurance implemented

Situational All above done as common

normality practice



Conclusion

Trust is an essential concern of technology law
and policy

Understand the various types of trust and
characteristics of trustworthiness

Incorporate and implement trust in
cybersecurity law and policy
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